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(54) SECURITY MAINTENANCE SYSTEM 
(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a system where notice on the 
occurrence of a fault, transmission by an image, storage on the occurrence of 
the fault, and access to the image can properly be executed and leakage of 
information to other than concerned people is not cared about. 
SOLUTION: An image picked up by a digital image pickup camera and 
encrypted is stored, transmitted to a personal computer, a mobile phone or a 
mobile information terminal, the encrypted image is decoded by a removable 
decoding key device and the image is confirmed, thus leakage of the image 
information is not cared about. 
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1 .This document has been translated by computer. So the translation may not 

reflect the original precisely. 

2.**** shows the word which can not be translated. 

3. In the drawings, any words are not translated. 

CLAIMS 
[Claim(s)] 

[Claim 1] The system which it memorizes to storage where the image picturized 
with the camera which can be picturized by the digital image interlocked with the 
sensor with the signal of a sensor is enciphered, and this is made into 
ready-for-sending ability at a personal computer, a portable telephone, or a 
portable information terminal, and can be decrypted at a personal computer, a 
portable telephone, or a portable information terminal [claim 2] making a 
decryption possible with decryption key devices which consist of a personal 
computer and a portable telephone or a CPU that desorption was possible to the 
portable information terminal, and stored key information required for encryption 
and a decryption in it, a memory chip, etc. in a system according to claim 1 , such 
as a key stick and an IC card, ~ [claim 3] Thing [claim 4] in a system according to 
claim 1, encipher the picturized image, register with a server's homepage, and 
accessible at a personal computer, a portable telephone, and a portable 



information terminal Thing [claim 5] which it is at the generating time of a 
detecting signal, and enciphers the image picturized before it and is memorized 
to storage in a system according to claim 1 Thing [claim 6] which enciphers after 
compression of an image in a system according to claim 1 transmitting the image 
newly picturized for every fixed time amount from the time of generating of a 
detection signal from a server to a personal computer and a portable telephone, 
or a portable information terminal in a system according to claim 1 ~ [claim 7] It 
is [ independent or ] using together and using about what detects vibration, a 
sound, various beams of light, the MAG, temperature, smoke, etc. in a sensor in 
a system according to claim 1. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the approach of transmitting a 
personal computer, a portable telephone, or the image enciphered to the 
portable information terminal while enciphering and memorizing the image which 
used and picturized digital image pick-up cameras (CCD camera etc.) at the time 



of the malfunction detection signal generation from a malfunction detection 

sensor. 

[0002] 

[Description of the Prior Art] The abnormality detection sensor and this by the 
infrared radiation installed in current, an entrance, etc. are interlocked with, it has 
a digital image pick-up camera, and the equipment which looks at the image at 
the time of abnormalities with the personal computer connected to this is put in 
practical use in the system which the infrared radiation emitted by the body is 
detected [ system ] and operates a digital image pick-up camera. On the other 
hand, the technique of transmitting an image between portable telephones or 
between a server and a portable telephone is put in practical use. 
[0003] 

[Problem(s) to be Solved by the Invention] A private part may be picturized, 
when an image pick-up may always be performed and it installs the image 
picturized with a digital image pick-up camera in ordinary homes. As for the 
picturized image, it becomes [ anyone ] infringement of privacy about this and is 
not desirable a portable telephone and to access at a personal computer and to 
see. Moreover, the storage of the picturized image may be copied or it may be 
abused [ may be and ] for a theft. The current system is defenseless about 
leakage of image information. Notice at the time of an abnormal occurrence, 



transmission by the image and the storage at the time of abnormalities, and 
access to an image are performed appropriately, and the anxious system of an 
information leak which is not is called for in addition to the persons concerned. 
[0004] 

[Means for Solving the Problem] About this design, the reduced screen doubled 
with the screen size of a portable telephone or a portable information terminal 
with the server by which the image picturized with the digital image pick-up 
camera for an abnormality monitor is connected to this with the signal from 
abnormality detection sensors, such as an infrared sensor which detects a 
trespasser etc., is created, and while carrying out an extraordinary call at 
coincidence, this image is transmitted to two or more sets of the portable 
telephones registered beforehand, and a portable information terminal. 
[0005] The image captured by the server is transmitted one after another (for 
example, 3-second spacing) for every fixed time amount. At the portable 
telephone which received the extraordinary call, or a portable information 
terminal, the screen at the time of abnormalities can be continuously seen on a 
portable telephone or the display of a portable information terminal by the click of 
an actuation key, and the situation of a site can be grasped. On the other hand, 
except creating the still picture for transmission for every fixed time amount 
which captured the image in the state of [ camera / digital image pick-up ] the 



animation, and was described above, after receiving the signal of abnormality 
detection, with dynamic-image compression means, such as MPEG, an image is 
compressed about into 1/10, it enciphers after that, and a server captures the 
image of incorporation size to the storage in a server. 

[0006] An image can be downloaded in two or more personal computers 
connected to the server by LAN, and can be seen as a detail image. Only those 
who have at this the decryption key device in which desorption is possible in a 
personal computer are able to see. generating of an abnormality signal or before 
— or after resetting, a server always incorporates, compresses, enciphers and 
memorizes an animation from a digital image pick-up camera. An infrared 
camera is used in a dark location. Although this image is memorized by the 
storage with fixed storage capacity, when a storage is saturated, it is overwritten 
by the image new at any time sequentially from the image memorized previously. 
The whole of this image is moved to generating and coincidence of an 
abnormality signal by another storage area. Since the image of fixed time 
amount before this malfunction detection can check the situation to an abnormal 
occurrence, status tracking at the time of abnormalities can be appropriately 
performed with an image after the birth [ from abnormalities ]. Even if the storage 
of a personal computer or a server is in a theft, the image which an image does 
not have worries about leakage since it is enciphered, and is transmitted to a 



cellular phone or a portable information terminal is not enciphered, but since 
transmission is restricted to what was registered beforehand, it does not have a 
fear of information leaking. 

[0007] It can be made to perform incorporation of an image by, uploading to a 
server the image captured from the digital image pick-up camera as another 
means on the other hand, registering with the homepage which created in the 
server two kinds of images enciphered as what was enciphered after contraction 
image creation after compressing the image of incorporation size, and 
downloading from a homepage at a personal computer and a portable telephone, 
or a portable information terminal. Since an image can be decrypted by 
equipping a personal computer and a portable telephone, or a portable 
information terminal with the decryption key in which desorption is possible, 
much more security protection becomes possible. 
[0008] 

[The gestalt of invention implementation] This design is explained to a detail 
using drawing. Drawing 1 shows the structure of a system of this design. The 
sensor by which 1 detects an invader in drawing 1 , the digital image pick-up 
camera installed as an invader gone into a field of view in 2, The light from which, 
as for 3, the quantity of light changes by the sensor, and 4 capture an image. 
Compression processing, The server which has functions, such as encryption 



processing, image storage, and image transmission, The personal computer to 
which 5 is connected to a server with the authentication key device for server 
grabbing, and 6 is connected by LAN, the decryption key device by which 7 is 
connected to the USB terminal of a personal computer etc., and 8 ~ a portable 
telephone (a cellular phone --) For generic names, such as PHS and J-Phone, or 
a portable information terminal, and 9, as for the line network of a portable 
telephone or a portable information terminal, and 1 1 , a portable telephone or the 
decryption key device for portable information terminals, and 10 are [ LAN and 
12 ] monitor fields. 

[0009] Drawing 2 shows actuation of this system with a flow chart. It explains 
along with a flow chart. In the usual condition until the detection sensor 1 
operates, an image is captured in a server 4 , as a dynamic image with the digital 
image pick-up camera 2. By dynamic-image compression means, such as 
MPEG, it is compressed about into 1/10, it is enciphered, and the captured 
image is memorized by the storage. This image can be downloaded with two or 
more personal computers 6 connected by LAN of 11, and can always be seen. 
Since it is enciphered, an image elongates [ insert it in the USB terminal of a 
personal computer etc., it decrypts it, and ] and looks at the decryption key 7. 
The capacity of a storage is decided, and when saturated, the image of fixed 
time amount (for example, 10 minutes) is always memorized by overwriting 

i 



sequentially from the direction of an old image. In a dark location, if the quantity 
of light of a light is controlled by the photosensor using an infrared camera, it can 
picturize, without being noticed by the illegal permeation person etc. 
[0010] It is usually transmitted to another record area in a server 4 at the time of 
actuation of a sensor 1, with [ above ] the image at the time enciphered. A new 
image is captured in a server and the contraction image of the still picture set by 
the screen size of a portable telephone or the portable information terminal 8 is 
created. Creation of a contraction image is performed for every fixed time 
amount. It calls at two or more portable telephones registered or the portable 
information terminal 8, and an image is transmitted. At a portable telephone or 
the portable information terminal 8, the still picture sent for every fixed time 
amount by the click of an actuation key can be seen one after another. 
[0011] On the other hand, with incorporation size, it is compressed and 
enciphered and the picturized image is memorized in the work area in a server 4. 
Since it can download in the personal computer 6 connected to the server 4 by 
LAN 1 1 , the decryption key device 7 can be inserted in the UBS terminal of a 
personal computer etc., it can decrypt and elongate and it can see as a detail 
image, an outline can be grasped by the image of a portable telephone or the 
portable information terminal 8, and a detail image can be checked with a 
personal computer if needed. 



[0012] It is also possible to download and compare the image before and behind 
sensor 1 actuation with a personal computer. The exposure time after a sensor 1 
operates is defined with equipment. (For example, 10 minutes) The image 
before sensor 1 actuation and the image recording after actuation can be used 
also as an image of the proof to the police etc. later. 

[00013] As for drawing 2 , drawing 3 shows an option. A homepage is created to 
a server 4 and the captured image is registered into him. The image to register is 
three kinds of prior images compressed and enciphered in the image 
compressed and enciphered in the thing and incorporation size which 
enciphered the image of a portable screen size, and incorporation size. These 
images can see an image by downloading from a server's homepage, 
respectively with a portable telephone, the portable information terminal 8, or a 
personal computer 6. 

[0014] In this case, since the image downloaded to the portable telephone or the 
portable information terminal 8 is also enciphered unlike the case of drawing 2 , 
a decryption key device is inserted and decrypted into the slot for decryption key 
device 9 insertion prepared in the portable information terminal 8. If it does in this 
way, it is more desirable than a security-protection top from the approach shown 
in drawing 2 . 

[0015] Since an image with clearer incorporating with a still picture depending on 



the digital image pick-up camera 2 is obtained, a compression method uses 
JPEG etc. in this case, the method which takes in a static image for every fixed 
time amount instead of a dynamic image may be used, and the approach of 
incorporating with a static image, processing and changing with a dynamic 
image after transmission is [ moreover it compresses about into 1/30, 
incorporation of a static image and incorporation of a dynamic image are 
changed, and ] also on the other hand, effective at first. 

[0016] The cryptographic algorithm currently introduced by JP,6-102822,A is 
used for encryption. This cipher system consists of the combination of for 
example, the EKUSU crew sheave OR, a cutting tool permutation, and 
substitution, and it is characterized by a batch being a variable-length cutting tool. 
Thereby, picture transmission with difficult decode becomes possible at high 
speed. Moreover, this algorithm is a method which enciphers an image using the 
cryptographic key information stored in the cryptographic key device. It is usable, 
if decode at a high speed is difficult even if it is other algorithms. 
[0017] Moreover, about this design, encryption of an image is performed after 
compression of an image for improvement in the speed of cipher processing. 
The decryption key device 7 is inserted in the USB terminal of a personal 
computer 6, it decrypts by the same processing as the case where it enciphers 
using the data code key information stored in this, and a decryption is also 



displayed after expanding of data. For this reason, it enables only the decryption 
key device 7 or the owner of 9 to see an image. 

[0018] Moreover, it becomes the system which can use it as preventing trespass, 
i.e., crime prevention, and can also perform an image check by preparing an 
extraordinary bell etc., although there is nothing to a light 3 and drawing, making 
the quantity of light increase with the signal of a sensor 1, or sounding an alarm 
bell. 

[0019] If a therms sensor, a smoke sensing sensor, vibration, the sensing sensor 
of a sound, etc. are used for a sensor 1 other than an infrared sensor or it uses 
together, the fire at the time of absence and the situation in case of an 
earthquake can also check a situation by the image of a portable telephone or 
the portable information terminal 8. 

[0020] Even if the power is turned off by the server 4, it has a backup power 
supply by the dc-battery so that this system may carry out a fixed time amount 
function. 

[0021] Moreover, it is [ OFF / of a server power source ] operational only in the 

holder of the authentication key device 5. 

[0022] 

[Effect of the Invention] According to the security maintenance system of this 
design, since the image picturized with the digital image pick-up camera is 



enciphered and memorized, those who decrypt this and can be seen are 
restricted to people with a decryption key. Since it limits to a portable telephone, 
the portable telephone of specification [ the image transmitted to a portable 
information terminal ], or a portable information terminal or leakage control of 
image information is further made perfect, a portable telephone or the 
transmitting image to a portable information terminal can also be enciphered. 
Conventionally, a private scene may be picturized depending on the location 
installed, and the system which has the camera of an abnormality monitor had 
accessible others in this remaining as record. Although the function of a system 
is improving by the spread of a computer or portable telephones, on the other 
hand, the problem of leakage of secrets is an important technical problem. About 
this design, this technical problem is solved, and a system can be installed in 
comfort. At the time of an abnormal occurrence, the situation of a site can be 
promptly grasped by the image with a portable telephone or a portable 
information terminal, and the detail image before abnormality detection and after 
detection and an animation can be checked with a personal computer. Moreover, 
even if normal, the situation of a site can sometimes be grasped at a portable 
telephone or a portable information terminal from a remote place. The record 
image is important also as a presentation proof to the police. 
[0023] 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a security maintenance structure-of-a-system Fig. 
[Drawing 2] The thing in the case of transmitting without enciphering an image to 
a portable telephone or a portable information terminal in drawing having shown 
the sequence of this system actuation. 

[Drawing 3] The thing in the case of enciphering an image also to a portable 
telephone or a portable information terminal, and transmitting to it in drawing 
having shown the sequence of this system actuation. 
[0024] 

[Description of Notations] 

1 Sensor for Invader Detection 

2 Digital Image Pick-up Camera (Image Pick-up of Animation and Still Picture is 
Possible in Digital One, Such as CCD Camera) 

3 Light from which Quantity of Light Changes by Sensor 

4 Server 

5 Authentication Key Device for Server Grabbing 



6 Personal Computer 

7 Decryption Key Device (for Personal Computers) : Key Stick, IC Card, Etc. 
Which Consist of a CPU Which Stored Key Information Required for Encryption 
and Decryption, a Memory Chip, Etc. 

8 Portable Telephone: (Cellular Phone, PHS, J-Phone, Etc.) or Portable 
Information Terminal (it is Terminal in which Image Display is Possible by 
Communication Link) 

9 Decryption Key Device (Portable Telephone or for Portable Information 
Terminals) : Key Stick, IC Card, Etc. Which Consist of a CPU Which Stored Key 
Information Required for Encryption and Decryption, a Memory Chip, Etc. 

10 Line Network of Portable Telephone or Portable Information Terminal 

11 LAN 
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